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malware can be installed manually or remotely when the owner of the computer clicks 
on an innocuous link. Once installed, this software can be used to highjack computers 
remotely, turn on computer webcams and spy on the victim at any time, access hard drives, 
and record keystrokes, making stealing passwords and account numbers possible. Using 
this information, hackers can highjack the computer, raid accounts, extort the victim by 
threatening to release video of them (often containing nudity), and/or blackmail the victim 
into performing sexual acts on Skype or similar platforms. Victims often learn their com-
puter has been taken over when a message appears on the computer stating demands. In 
2013, the reigning Miss Teen USA received a message that demanded better nude photos 
and a live sexual performance or the hackers would release nude photos taken without her 
knowledge while she was in her bedroom. The hackers knew when she opened the demand 
email and threatened release of these items, stating that her dream of becoming a model 
would be transformed into a porn star if she did not comply promptly. Ultimately, a former 
classmate of Miss Teen USA was arrested for installing this malware on her computer. He 
was sentenced to 18 months in prison following a guilty plea for extortion and unautho-
rized access of a computer.

Measuring cybercrime is difficult and relatively fragmented. The UCR SRS gathers some 
Part II crimes that may have been committed via cybercrime. For instance, corporate fraud, 
embezzlement, gambling, and prostitution may all be recorded in UCR SRS data; however, it 
is not possible to ascertain whether these crimes were committed with or without the primary 
tool of a computer or network. Similarly, NIBRS records several of the same crimes, though it 
may be unclear that they were cyber versions of classic crimes. The NCVS periodically offers 
supplemental questions designed to gather information on a limited number of cybercrimes. 
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Figure 2.7  n  Property Crime Trends, 1993–2012

Source: Figure 4 from Truman, J., & Planty, M. (2012). Criminal victimization, 2011; and Truman, J., Langton, L., & Planty, M. 
(2013). Criminal victimization, 2012. Bureau of Justice Statistics, Office of Justice Programs, U.S. Department of Justice.

What occurred in the United States that may account for the significant decrease in property crime since 
the early 1990s? What policies would you implement to ensure property crime continues to fall?




